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Cybertrusler og it-sikkerhed

Crime as a Service

Ransomware og Raa$

DDoS as a Service

Smishing, phishing og vishing
Supply Chain angreb

MiTM angreb mod MitID og NemID
Opsamling og gode rad



Whois Peter Kruse

 Har analyseret computervirus siden 1986

* Har arbejdet professionelt med IT-sikkerhedhed siden 1998

 Har arbejdet hos TDC, Telia og Norman Antivirus

e Stifter af CSIS, Heimdal og SIE Europe

« Medlem af CARO, OPS-T og tidligere og nuveerende radgiver for Europol og Interpol

* Medlem af Dansk Industri’s IT-sikkerhedsudvalg siden 2010

* Taler pa vettede IT-sikkerhedskonferencer som CARO, FIRST, Virus Bulletin, Interpol og
Team Cymru UE, Kaspersky SAS, APWG, BOTconf, Cyberhagen m.fl.

e CISOiClever
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Cybertrusler og it-sikkerhed

 Brugerne er fortsat det svageste link — email er stadig den primeere bzereform

 Der er et stort antal SMV, som ikke har basale sikkerhedstiltag pa plads. Der mangler
fokus pa alt fra vedligeholdelse, overvagning, brugerawareness, risikovurdering til
sikring og beredskab

 Ca. 25 procent af alle stgrre incident response sager i 2022 skyldes darligt sikret
perimeter udstyr (100% er optaget i CISA (Known Exploited Vulnerabilities Catalog)

 Der er en fortsat veekst i tilgang af zombier pa Mac, Linux samt Android og loTs.
Windows er i fald.

e Ransomware udggr fortsat den mest overhaengende trussel for alle typer
virksomheder

 Der laves phishing, spear phishing og smishing i en hidtil uset grad

* Fortsat hgj aktivitet i CEO og BEC svindel i 2022/2023



Cybertrusler og it-
kriminalitet

* De kriminelle flytter ind i veldesignede
CaaS platforme

* Nedskydning af QakBOT har flyttet de
kriminelle over til bl.a. IcedID og
PikaBOT

* Krigen i Europa giver de it-kriminelle
de bedste arbejdsbetingelser

* De kriminelle arbejder uden risiko for
retsforfglgelse og udlevering

* Det stgrste antal af 0-dags sarbarheder
nogensinde | 2023 og vi er end ikke
ude af aret ...




Nuvaerende trusler

* Phishing/smishing er tilbage for fulde omdrejninger og nar usete hgjder i 2023
* Antallet af kompromitterede endpoints er i fald

* Der mangler i mange virksomheder fokus pa AD sikkerhed. Et ransomware
angreb kan ga fra initiel infektion til all-out domaene infektion pa under 3 timer
med sidelgbende destruktion af backups og dataeksfiltration!

* Crime as a Service vokser fortsat og bliver bedre og bedre for de it-kriminelle

* Cobalt Strike er fortsat de it-kriminelle’s primaere rammeveerk til lateral
bevaegelse

» Sporadiske aktivist angreb med DDoS og defacements og datatyverier

* Google reklamer bruges til at levere trojaniserede installationspakker med
datatyve



/i har 100.604 gode grunde
at udvise god in;ernet
hygiene
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- Dashboard  Builder Logs

Subscription: Active
2031-10-08

E 106s 108

Download All

LOG NAME

Delete All
PASS COOKIES
COUNT COUNT
19 1095
2 131
2 2228
39 3272
3 2330
5 2345
134 2052

¥ pASSWORDS 3651

TAG

buildid

buildid

buildid

buildid

buildid

buildid

buildid

DATE

2022-10-20

2022-10-20

2022-10-20

2022-10-20

2022-10-20

2022-10-20

2022-10-20

WALLETS TELEGRAM STEAM

Yes

Yes

Yes

Yes

Yes

Yes

Yes

¥ sTEAM 17

No

No

No

No

No

\[¢]

No

\[o}

No

No

No

No

No

Yes

¥ waALLETS 81
265.044KB | |
160.133KB | |
328.248KB |
907.445KB [
298.769KB | ]
955.174KB | |
492.047KB | |
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O 8 37.139.129.145/Bunny/login.php

0

& Username

a Password

Version 2.0

Login

O & 37.139.129.145/Bunny

Index of /Bunny

Name

a Parent Directory
Add.php
Capture.PNG
CommandCenter.php
Connect.php
Echoer.php
Heartbeat.php
Login_ Check.php
ResultCMD.php
SHELL .php
Settings.php

(3 StealerLogs/

StealerRegistration.php

Tabs PNG
TaskHandler.php
Uploader.php
areaResult.php
login.php

Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4 Server at 37.139.129.145 Port 80

Last modified Size Description

2023-09-22 08:35 1.2K
2023-09-17 16:16 18K
2023-09-20 14:49 8.7K
2023-07-27 20:29 191
2023-09-02 22:50 803
2023-09-02 22:26 1.0K
2023-07-18 16:05 135
2023-09-02 22:50 536
2023-09-03 21:45 6.9K
2023-09-15 15:59 10K
2023-09-20 14:38 11K
2023-09-20 15:12 14K
2023-09-25 15:27 -
2023-09-19 22:18 1.1K
2023-09-17 16:14 8.2K
2023-08-26 22:31 1.1K
2023-09-15 15:18 12K
2023-09-02 22:53 404
2023-08-14 13:25 430
2023-09-20 07:59 2.8K




Service — de stjaeler ALT — loT
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4 W it
» B 1 FILARKIV
» M AUB - Indberetning_Kost_Logi
» B Administration
» M Ansatte
> ™ Backup
» M Billeder
» M Bogforingsbilag
» W E| FV-KARTOTEK
> M aclles |z=rer
> M Kasser
» 8 KontorDokumenter
> | okalaftaler
> o
»® | on - GL EUC
» ™| gn til BC Syd
» M vgdeindkaldelser og referater
» ™ \yhedsbrev
» M OfficeLink
» M produktionsledere
» Wsp
» W Sps
» W Scan




34K Bestyrelsen CPRnr.doc

4 -_data 36K Bestyrelsesmedl GL, tabelform uden cpr . 2805. doc.doc
> M { FILARKIV 369K mlb 2006, okt - kun delvis se cpr.mapper.doc
i-AUB ) IndberetZSK Nyansatte 1 2020

1.1M Cpr-validering.xl1sx

b W Administration 8.4K Initialer og cpr. nr. pA¥ vejleder.xlsx

r ’ B Ancatte 856K EP Emne og vejleder oversigt EUX 15 i
~ 5 15K u. cpr Tilmeldinger EUX informationsmA de 28. - 21. maj.xlsx
- P B Backup 13K SSO Emneoversigt EUX 16 (u. cpr. nr).xlsx
~ i-Billeder 18K Dprettelse af ‘Fii_{tiut cpr. nr..xlsx
e _ _ 12K timetal_elever_tilsyn_513301_20230110 samlet
. » ™ Bogforingsbilag 466k timetal Undervisning tilsyn 513301 20230110 pr. dag uden cpr nr.x1sx
p ; B F/-KARTOTEK1.8M Emil Skovsgaard,
v / > B Faall l 19K FA lgebrev merit t .docx
a5 : aelies =M€l 17x peltagere til Engl cX
g9 ) W asser 14K Oversigt Studenter .pdf
¥ ) W ontorDokumen 14K Oversigt PL 2021 L
; 14K Oversigt AAR 2622
» W okalaftaler 14K oversigt ARB 2022 —
y f »m Lon 21K ﬂlzlr§opgﬁ,r*else cpr ann Mortensen.pdf '
™ K VarighedsuafhA|ngi
/ P ®lon - GL EUsgok mib 2006, okt - k
/ » ™ on til BC Syd 1.9M Christian Lang Bc f
: . 756K Eyvin Schneider -
?-MGdemdkalde[SEz.?M Jonas Kock Peters
» B \yhedsbrev 413K Jonas Kock Peters .. pdf
iHOfficeLmk 1.3M Mathilde AajkA;r .pdf
1617K Sigrid Frimer Ni f
» M produktionslede 1,8M simon Skau Bjerre .pdf

P-SB 1.1M Thea E. S. SA rer
= 35K 2013-11-6 Morten M 4-3113 - Nete Bech Tinning.docx
» S SPS 7.6K Mathias Jensen cf

i- Scan 13K Rasmus Petersencpr



Fredag den 18. august 2023 blev CloudNordic, en ferende leverandor
af cloud-tjenester, offer for et alvorligt ransomware angreb. Hackerne
tog kontrol over samtlige systemer, hvilket resulterede i en omfattende

nedetid og data tab for bade virksomheden og deres kunder.



Recent

php

fle -3

Favorites

& New

decryptblog

3 New

bic_addresses
builds
chats
clients
folders
images
news
4 posts
testfiles
users
visits
information_schema
mysql
performance_schema
phpmyadmin
sys

| Browse W Structure

& Showing rows 0 - 2

SELECT

+ Options
T -
Edit @ Delete

Edit © Delete

@ Delete

© Delete

Edit § © Delete

& Edit © Delete

& Edit 3 © Delete
Edit © Delete

& Edit © Delete

& © Delete

& Edit © Delete

0 kit ® Delete
i y @ Delete

v © Delete

O « © Delete
y © Delete

@ Delete

y @ Delete

p © Delete

& Edit © Delete

FROM “builds® ORDER BY

[} sQL

id
3276
2841
1989
6335
6347

10556
2616
3827
7984

375
4401
4011

547
8453
%911
6795
2899
7631

312

Search

Number of rows: | 25

userid

pubkey”

ste

3¢ Insert

DESC

comment

= Export [

Import Privileges

Query took 0.0321 seconds.) [master_pubkey: FFF287D0BT8!

Sort by key

master_pubkey v 1

DOB785576195FABDCECECA134
E13E54145850A44AB59F454C
3C9F35B80B73D368EBTCCER(
18A52C43783B651C3F756EBAY
10B714A1431EDGEOF46C68FA

COB316FF1147F98EESB3172F

’F92C481DESK 662CA963E
986CB3011D5AB0BD73C3F1A3!
3032F69162BB0FFAEABIIEFFC
0DDE054CDAC3D3D41683D373
612687CBAE9E6EE537F47528(
JAQ3CIFC3609569D9D942843D!
9BEE4FEEQ2C6B75EIDBF796.
8D8472DETCT7088057D1C289¢
4657850237FABA39DIIBBBB1E
8BB8B26D47B6EBI2E0AEF054
5F5AB4074F68EIEAADB318CA
)8807C656D3641FE2EE23618F/
D94AGFDB2092CD2E26872E 54/

232ED01863127F237B7CDC13|

Operations

None

Tracking % Triggers

master_privkey

[ Profiling [Edit inline] [ Edit ] [ Explain

21BE36
122884,
SDEB1
10474,
=BDDCA,
271878
ACAFFB.
AABDE
3B10C.
51647CD.
360765,
SBABBTS.
D25D3
B89EC
11F925A

\40B7.

SQL] [ Create

1629313376
1628774973

1634854201

16348542
1646754817
1629051720
1630602445
1637849536
1626462691
1631849278
1630997042
1626706473
1638795019
1631625250
1644138944
1635436525
1629423533
1637141274
16263892:

Ransomware — LockBit2.0
— 3.0 med DDoS

[Re

type  ua
session
session
session
session

session

session

session

session

session

session

session

session

session

session

session

* Den mest aggressive pt er LockBit2.0,
som har publiceret data fra ikke feerre
end 912 forskellige virksomheder og
lavet afpresning mod 12,125
virksomheder pa ét ar

* En forsigtig beregning pa den
potentielle indtaegt af disse angreb kan
opgeres saledes:

12,125 x $200,000 (lavt estimat) =
$2,425,000,000

21



SALES
SALES
SALES INV
SALES
SALES

SALES

Maze support system

Whats just happened?

If you see this page it means you have a vulnerability in your system

This vulnerability was used to maodify your valuable data in a way, which temporary disallow further usage of it
Please upload DECRYPT-FILES.&xt using the form below and start recovering your data.

If this file is recognized by our parser, you will be successfully authorized and provided with further instructions. Machines List

cn OperatingSystem dNSHostName

Mo file selected. H=VR-ATVER ¥ ; A WA-AMVERT N rOICS3I0ng wn-Ae
VERVOCOT vanhostelry 15731

WBRVFSOI v 2018 VERMFS0 vz bualel v local

VBEVHVO f 2015 VERVEVD T v

JCunmpulen A T P F VERY
We can recover your files, as our If you are waiting for a free solution to We understand that the customer i e ey Al PEALLT uANROKTR G I0ca
software is carefully designed to keep come, we must disappoint you. cannot always pay the fee. We have
the integrity and safety of your files. discounts and price can be negotiated.
Our cryptography scheme is military
Don't be afraid and start recovering! grade. It will require decades to crack.

Start working with us and get your
files back.
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Entrust.com Leak Part1
by 34585 - Wednesday August 24, 2022 at 09:53 PM

#1

W 34585 Entrust.com Leak Part1
by Lockbit
1337 hittps://www.entrust.com/
HAXOR hitps://www.bleepingcomputer.com/news/se...ware-gang/
Size: 442MB
Format: 7z/Zip
hax0r Content:
. 10AuditsFY23.zip.001
GOD . 11FY21YrEnd.zip.001
i D o .lSInuestigatiDns.zip.DDl
Posts 333 . 14FY22Projects.zip.001
Threads 60 . 15MasterCard.zip.001
_: 1= Mar 2022 . 16Viza.zip.001
e . 17CAD.zip.001
L l'.I .lBArchivePrDcesses.zip.DDl
About the DDoS it was shared on this way
tl_27.9.3.1 - - [206/Aug/2022:19:47:49 +8080] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +0000] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +0000] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +0000] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +086008] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +086008] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +086008] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +086008] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +0000] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +00008] "GET / HTTP/1.1" 260 18869 "-" "DELETE_ENTRUSTCOM_MOTHERFUCKERS"
127.8.8.1 - [20/Aug/2022:19:47:50 +08008] "GET / HTTP/1.1" 266 18869 "-" "“DELETE_ENTRUSTCOM_MOTHERFUCKERS"
127.8.8.1 - - |20/Aug/2022:19:47:568 +8888| "GET f HITP/1.1" 208 18869 "-" "DELETE ENTRUSTCOM MOTHERFUCKERS™
127.8.8.1 - - [20/Aue/2022:19:47:50 +80001 "GET / HTTP/1.1" 266 18869 "-" "DELETE ENTRUSTCOM MOTHERFUCKERS"




VADA b + — ]

@ nevaffcowswjosddmws5ghndudsecwd 2wippzvi26k5onrixjevméavad.onion/adminis chat ) clief2 w O %

C NEVADA COMPANY LIVE CHAT
A 63BB5B5FF541280C4BC116F2

INFO OFFER
Colt 44 BTC

COUNTRY
USA

[*] DASHBOARD

# COMPANIES

EMPLOYEES

300
REVENUE -
120000000 ~750000%

CREATED AT
a few seconds ago

ADDRESS
null

LAST VISIT
XMR
offline & never 4 8 3 9 :

rpe your message (Ctrl + Enter to send)
O 171275

@ 155%

5] SMILE
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 Ransomware banden ClOp hacker en vand og
Clop haCker spildevandsselskab | England

VandfOrSyning 08 * | stedet for at udrulle ransomware payload
poster billeder af PL poster de billeder af PLC / OT
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5.00 DDosS as a Service \



DDoS as a Service

 DDoS as a Service etableres pa baggrund af usikkert udstyr, OT, loTs ...
 Det er billigt at kebe og der medfglger support og garantier samt APl og GUI
* Flere end 300 tilbydes. De 200 er fake!

* Lad os se pa en xegte en af slagsen: https://astro-stresser.com/

e AstroStresser far bl.a. sine zoombier igennem Mirai



https://astro-stresser.com/

$ 2 0 /month

1,800 Seconds
5 Concurrant Attack
Unlimited Attack Per Day
Minimum of 10 - 20 Gbps Attack Power
Layer 3 : v
Layer 4 -
Layer 7 -+

VIP Access - X

$ 4 0 fmonth

3,600 Seconds
8 Concurrant Attack
Unlimited Attack Per Day
Minimum of 20 - 40 Gbps Attack Power
Layer 3 : +
Layer4 -+
Layer 7 -+

VIP Access - X

HOME

fmonth

3.600 Seconds

10 Concurrant Attack
Unlimited Attack Per Day
Minimum of 40 - 80 Gbps Attack Power
Layer 3 : v
Layer 4 - v
Layer 7 :

VIP Access : X

PRICING LOGIN REGISTER

*120....

7,200 Seconds
20 Concurrant Attack
Unlimited Attack Per Day
Minimum of 40 - 80 Gbps Attack Power
Layer 3 -+
Layer 4 -+
Layer 7 -+

VIP Access - X

DIAMOND

*240...

7,200 Seconds
30 Concurrant Attack
Unlimited Attack Per Day
Minimum of 80 - 160 Gbps Attack Power

ELITE

fmonth

14,000 Seconds
40 Concurrant Attack

Unlimited Attack Per Day

Minimum of 80 - 160 Gbps Attack Power

SUPER

*390...

14,800 Seconds
50 Concurrant Attack
Unlimited Attack Per Day
Minimum of 160 - 320 Gbps Attack Power

SUPREMME

*420....

21,600 Seconds
60 Concurrant Attack
Unlimited Attack Per Day
Minimum of 160 - 320 Gbps Attack Power



https://astro-stresser.com/

Translate

Mysterious Team Bangladesh /
#0pDenmark MOQE

Danish Infrastructure dropped...

CYPaHMLLE HEAOCTY A
Danish CERT - Computer Emergency Response Team. =
https://cert.dk/

https://check-host.net/check-report/1028e8c9k2ab

Where Are You From under Danish e-Infrastructure Cooperation
https://wayf.dk/
https://check-host.net/check-report/1028e98ckd9e

Danish e-Infrastructure Cooperation

https://deic.dk/

https://check-host.net/check-report/1028ea48k4b7 site of the Danish Jyskebank lay
n to rest after our attack:

Eduroam is a global collaboration where research and educational
institutions provide each other's students and staff with access to
wireless networks

https://eduroam.dk/
https://check-host.net/check-report/1028eb68keSc

Subscribe to

i2 provides a number of services for infrastructure and security. Join our
Intelligent Infrastructure, Subscribe to
https://i2.dk/
https://check-host.net/check-report/1028ed8bk1a0

Victory will be ours!



Ddossia fra PC, Linux til Android

ddos-attack-tools

Here are 87 public repositories matching this topic...

Language: All = Sort: Most stars =

2 MatrixTM / MHDDoS Yr Star (77K
<> Code = () Issues §9 Pull requests

g - — . M - £ J
Best DDoS Attack Script Python3, (Cyber / DDos) N |
; E . .
aos allack wuariare aaos-atiacks 10d )
10 D G © EKAOM W PAYEMCR?

ayerd cloudflare-bypass
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Cybercrime 2023
6.00 Supply ch




V4
* Denne type angreb har eksisteret i mere end
20 ar
* Med angrebet igennem Solarwinds fik supply
chain gget opmaerksomhed

* Herhjemme blev Marsk ramt af supply chain
og derigennem ramt af NotPetya

* NotPetya kostede Meersk et tre cifferet million
belgb og tvang til en opgradering

* Det maske mest omfangsrige supply chain
angreb blev udf@rt i August 2023 af
ransomware banden ClOp der ramte filtransfer
servicen Movelt igennem en SQL injektion
svaghed

* Movelt supply chain ramte alle de store
revisionsselskaber som PwC, Delotte samt flere
end 2000 organisationer globalt

Supply chain

angreb
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Supply chain angreb

* Det maske mest omfangsrige supply chain
angreb
blev udfgrt i August 2023 af ransomware banden
ClOp der ramte filtransfer servicen Movelt
igennem en SQL injektion svaghed

* Movelt supply chain eksfiltrerede data fra 2122
organisationer globalt og pavirker samlet set
62,054,613 individer. Det omfatter bl.a. PwC,
Deloitte og EY



Cybercrime 2023

7.00 Angreb mod MltlD og
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‘ Danske Bank: Din konto er
blevet last af sikkerhedsmassige
arsager. Hvis du vil lase den op,
skal du gennemga din konto her:
http.//danskebank.getmyip.com

Det starter
med en SMSI

Keere kunde, opdater venligst din
profil:




BELGELC] Bank
Hjeelp til at logge pa

Velkommen til Danske Mobilbank

Nar du logger pa ferste gang, skal du bruge NemiID eller MitID.

Veelg login metode

E] NemID

Mit2p MitiD

O B https:/fwww.sikkerdanske-konto.net/b61705f85f6a5787b3797b783d692360/loading.phpfuser=true

Pas godt pé dine oplysninger
Del aldrig dine personlige
oplysninger som f.eks. CPR-nr.,
kortnummer og kodeord.

Log p& hos Danske Bank A/S Mit2D
Svar aldrig pa mails,
telefonopkald eller sms'er, hvor
BRUGER-ID ® du skal give personlige
oplysninger.
=

Giv kun din personlige

oplysninger pa hjemmesider,
FORTSAET = hvor der star "https” eller er et

billede af en haengelas foran

adressefeltet.
[J Husk mig hos Danske Bank A/S

Bank

Mitab

Forbinder sikkert til MitID
Vent et gjeblik ...

Pas godt

Del aldrig

oplysning
kortnumm

Svar aldric
telefonop
du skal gr

oplysning

Giv kun di
oplysning
hvor der s
billede af

adressefel

36



Sign in

Always delete .zip file from server

MiTM - ZerocOd3r kit




C

ﬁ https

Refresh page

]

Signout

©

View Visitors

damskeuautoriseretlogpa.cor_

£
IS,

Admin Control

Total Visitors: -

[====» LOGIN PAGE «====
IP Login Type

Bruger ID
212.97.2

[ = CO|
%X Offline 30.227. CPR Mumbe

LEVEL
Service Cod
OTP Code
.....
CC Number

% Offline U220 Expiry

. Request login . Request service
swipe(NEM) code(NEM)

. Request login . Request service
swipe(MIT) code(MIT)

. Request card info . Request OTP

o REQUEST CPR
NUM(MIT)

@ riNisH @ |\ SEND

MiTM - ZerocOd3r kit
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User Statistics

Total Visitors: - Active Users: - Completed Users: -

Sound OFf T admin

COMMENT LEWVEL

Senvice Code entered, user waiting

AWAITING IPE{NEM)

FINISHED ]
View Log ]

4 745 % Offline User(NemlD) just logged into account AWAITING

Action ]

5 a50 X Offline 51 User(MNemID) just logged into account AWAITING

__ Action ]
6 1400 X Offline o User(NemlD) just logged into account AWAITING Action .
7 t216 X Offline 9z User{MemlD) just logged into account Action .
8 ‘745 X Offline User(MitiD) just logged into account AWAITING CODE(MIT) Action .
9 1790 ® Offline 9 MISHED

View Log | |

10 i * Offline o User(MitiD) just logged into account AWAITING CODE[MIT)

i _ Action &
L -296 % Offline Service Code entered, user waiting AWAITING SWIPE[NEM)
12 709 * Offline P | User(NemlD) just logged into account AWAITING CODE{NEM) Action 8
13 227 X Offline Senvice Code entered, user waiting AWAITING SWIPE[NEM]) i .
14 liroga23 X% Offline 2 NISHED )

View Log o

15 1278 % Offline Senvice Code entered, user waiting AWAITING CPR(MIT) Action .
16 754 x Offline 9 User{MitlD) just logged into account AWAITING

AWAITING Action a8
17 1443 % Offline 5 Senvice Code entered, user waiting .

Action ]

13 754 % Offline 2] Senvice Code entered, user waiting AWAITING SWIFE[NEM)




Phishing as a Service og AiTM

Legit File
Sharing Site

| 2 I — PDF attachment —
£03

Phishing Email " Vi, Phishing
. Application
2 Server

Phishing Site

Data server




User puts their password into the phishing

site
>
Phishing site proxies the MFA screen to
the user
User inputs the additional authentication
>
Phishing site redirects the user to another
page
«
» TLS session <+—»

Phishing site
I
I
I
I
I
I
I
|

‘I P
N\

Malicious proxy server

2. Phishing site proxies request to the actual
website

3.  Website returns an MFA screen —
I ()
6. Phishing site proxies request to the actual Target website
website

7. \Website returns a session cookie

4——p TLSsession =






Gode rad /opsummering

e Alle vil blive ramt: fgr eller siden. Sgrg for at have recovery og IR pa plads

 Sogrg for at holde alt udstyr opdateret

 Etablerer en sikker praksis omkring fjernsupport

 Tag backup — glem ikke clouden

* Endpoint sikkerhed (AV, FW, policies), AD sikkerhed og hardning, app whitelistning
(applocker), segmentering og ACLer

 Genbrug aldrig password. Veelg et godt password og evt en corporate password manager

* Skab awareness omkring sikkerhed i virksomheden

 Delikke oplysninger ukritisk pa nettet. De kan findes og lette et angreb eller ID tyveri

e Sla 2FA (totrinsgodkendelse) til overalt det er tilgeengeligt, helst MFA eller endnu bedre
FIDO2 med fysisk nggle

e Las din maskine med en skeermlas nar du ikke bruger den, krypter harddisk

 Vurder og planlaeg omfanget af NIS2 direktivet

» Sikre hardware (routere/wifi, firmware, passwords osv.)



Spgrgsmal

PGP-1D: Ox715FB4BD

Fingerprint: E1A6 7FA1 F11B 4CB5
E79F 1E14 EESF 9SADB 715F B4BD

kruse.industries
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